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Executive Overview

BMC AppSight Application Problem Resolution System significantly improves the efficiency of develop-
ment organizations by automating the process of problem resolution throughout the software lifecycle,

including the application development, testing, and support phases.

Analogous to a black box flight recorder on an aircraft, the BMC AppSight Application Problem Resolution
System offers patented black box software technology that captures a synchronized, real-time log

of user actions, system events, performance metrics, configuration data, and code execution flow when
a problem occurs. By capturing the actual application execution, BMC AppSight Black Box technology
eliminates the need to document and reproduce issues before resolving them, thus saving development,

testing, and support teams significant time and effort.

Whether you are developing Windows / .NET applications or supporting them, an automated problem

resolution process will allow you to build more new functionality, execute more tests, and accelerate

the release of applications — all while maintaining or reducing project costs. BMC AppSight Application
Problem Reoslution System also supports common J2EE application environments.

This paper discusses how the BMC AppSight Problem Resolution System automates the problem resolu-
tion process in Windows / .NET environments, and outlines the most common application problems.

PAGE > 1



Problem Resolution —
A Major Time Consumer

In most projects, more than half of the total software pro-
ject time is spent on testing. This involves a wide variety of
tests, including unit testing, functional testing, integration
testing, system testing, load testing, and user acceptance
testing. During the testing period, just about all of a devel-
oper’s time is spent on diagnosing defects reported by the
testing teams. At the same time, testers spend the bulk of
their time gathering information and documenting defects.
These activities make up the problem resolution process.

Developers may also get involved in the resolution of prob-
lems detected after the software has been released. While
only a small percentage of all problems are escalated to the
development team, these problems often require a consid-
erable amount of time to resolve, consequently disrupting
project plans.

Overall, development organizations may spend up to 40 per-
cent of their time on problem resolution, a frustrating process
that adds no value to the business.

Inefficiencies of the Problem Resolution Process

The problem resolution process consists of two steps: root
cause analysis and problem fix. Typically, the vast majority
of the time that developers spend in application problem
resolution is spent on root cause analysis.

Root cause analysis presents a challenge because the docu-
mented symptom does not usually point to the source of the
problem. For example, during integration testing, a particular
transaction may not execute. Potential causes of the failure

are many and varied, and may include a source code bug,
an operating system service failure, a network problem,
improper configuration, or a combination of these.

In performing root cause analysis, developers and testers
(during development) and developers and support teams
(during maintenance) typically collaborate in an iterative,
cumbersome, three-step process that is often based on
trial and error:

> Gather problem information

> Recreate the problem scenario in a disparate, controlled
environment

> Analyze the recreated problem to determine its root cause

Since these tasks are performed manually, the problem
resolution process is inefficient and time consuming.

BMC AppSight Application Problem
Resolution System

The BMC AppSight Application Problem Resolution System
increases the output of development organizations by up
to 40 percent by automating problem resolution processes
during the development, testing, and support phases of
the software lifecycle. BMC AppSight Application Problem
Resolution System captures, communicates, and pinpoints
the root cause of Microsoft Windows / .NET and J2EE
application problems — from the user level down to the code.

BMC AppSight Application Problem Resolution System is the
only solution that addresses all dimensions of the problem
resolution process, integrating into all existing development,
testing, and support processes, and handling all problem
types, in all application tiers, on all major application servers.
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Figure 1. BMC AppSight Application Problem Resolution System automates application problem resolution in the testing stage.
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Process Automation throughout the
Application Lifecycle

BMC AppSight Application Problem Resolution System
leverages a unique problem resolution architecture based
on patented black box software technology.

The BMC AppSight Black Box software captures application
execution — much like a black box flight recorder in an
aircraft — and consolidates it into a complete, synchronized,
and correlated record, allowing developers to replay, rather
than recreate, any reported problems. As a result, you can
eliminate up to 50 percent of the cycle time typically consumed
by root cause analysis.

During testing, the BMC AppSight Black Boxes run in the
background while functional, performance, and user accep-
tance testing is performed (either manually or automatically).
When a problem is detected, the full problem information
is automatically saved and attached to a defect report with-
in the defect tracking system. Because the full application
execution is captured, there is little need to document the
defect and no room for misinterpretation of the events
leading up to the error. Your developers can access the
recorded information directly from the defect tracking
system, open it in the BMC AppSight analysis views, and
quickly determine its root cause.

During application maintenance, the BMC AppSight Black
Boxes are deployed in the production environment on
demand, when problems that require the development team’s
attention are reported. Full problem data is communicated to
the developers in a highly efficient, secure fashion. Developers
investigate the problem using the system'’s analysis views
and determine root cause without spending time on recreating
the production or end-user environment — and without going
through unnecessary communication cycles.

BMC AppSight
Log Repository

BMC AppSight Black Boxes

Supported Applications

Production

Using Black Box Flight Recorder Technologies
to Record Problem Data

Installation of the BMC AppSight Black Boxes is easy, and
can be performed directly through the system'’s console.
One black box is required for each Windows machine to

be recorded. The black box can also be deployed over the Web
to capture problems that occur on a remote end-user desktop.

The BMC AppSight Black Box software operates with an
extremely low and easily tuned performance impact, and
does not require modifications to the application code or
application server. Its settings, called “recording profiles,”
may be changed at run-time to control the type and amount
of data recorded.

BMC AppSight Black Boxes are either connected to a BMC
AppSight Application Problem Resolution System Server,
which provides centralized control, or run as stand-alone
applications. Recordings are stored in a black box log file and
can be automatically attached to a defect report or a trouble
ticket for true process integration. The system is integrated
with common defect tracking and service desk tools, and
includes an open interface for custom integrations.

Getting Down to Root Cause

BMC AppSight Application Problem Resolution System
automates the error-prone tasks of gathering information
and documenting problems. The system frees developers
from the need to recreate the problem environment (such
as a test lab or a production environment) or reproduce the
problem, and lets them proceed directly to analyzing the

root cause.

BMC AppSight Analysis Views

Development

Figure 2. BMC AppSight Application Problem Resolution System automates application problem resolution in the support stage.
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The BMC AppSight analysis views enable developers to Common Problems with

replay captured data at different levels, much like a DVD, Windows / NET applications
and drill down to determine root cause. The views include '

three levels of analysis, which reflect the common root While Microsoft Windows / .NET addresses many of the
cause analysis workflow: issues historically associated with building and deploying

, distributed applications, it presents many new challenges
> User level — shows the end-user’s computer screen, PP P v 9

. related to deployment and support.
keystrokes, and mouse clicks when the problem occurred. ploy P

> System level — provides information on system and ) .
cati . ) cati ; g The following are some of the common problems associated
application conftiguration, a ication performance, an . X L
PP g_ i PP P ) with Windows / .NET applications:
a replay of all application events and operations, such as

Web page execution, component invocations, database
pag , P Performance Problems
calls, and file access. ] ]
o ) As with any software environment, performance problems
> Code level — replays application execution at the code level, - . . .
) ] ) } are common and often difficult to pinpoint. The possible
displaying a tree of function calls, arguments, exceptions, .
) causes for these problems include:
and stacks. Works for all Microsoft .NET languages, C++,

and Visual Basic > Inefficient code (e.g. frequent exceptions, many large
objects, inefficient database calls — using ad hoc queries
rather than compiled stored procedures)
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Figure 3. A synchronized view of userlevel and system-level activity eliminates the need to reproduce problems in a lab.
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> Memory consumption (e.g. not freeing objects when
they are no longer used, allocating too much memory
per request, inadequate definition of maximum number
of worker and 10 threads)

> Improper application settings (e.g. inadequate session-state
provider, buffering disabled on a Web forms page)

> Interoperability with legacy Windows code (e.g. assembling
a lot of data from COM/COM+ to managed .NET objects)

> Infrastructure problems (e.g. bad network response times
that cause degradation in application performance)

Functional Problems

The Microsoft .NET Framework has been designed to free
the developer from dealing with various programming tasks,
such as memory allocations and security. However, just like
in any development platform, coding errors are still in abun-
dance.

Some of the most common coding errors are:

> Incorrect business logic (e.g. incorrect calculation of
interest rate)

> Thread deadlock situations

> A severe error that leads to an application crash
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Figure 4. Your developers can replay application execution at the code-level for deep root cause analysis.
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Configuration Problems > Incorrect application settings in Windows / .NET

While .NET promises to resolve “DLLhell” issues, configura- configuration files
tion problems are far from gone. The following detail some of > Conflicts with other applications (e.g. an anti-virus tool
the common configuration issues with Windows / that causes a Web application to restart intermittently)

.NET applications:

> Insufficient permissions to access a resource User Errors

(e.g. no permission to write to an application directory) Windows / .NET applications are built to serve end users.
> Incompatible components (e.g. incorrect versions As with any software application, users make mistakes.
of assemblies or COM/COM-+ objects) Some of these mistakes are resolved quickly, while some

take days to figure out.

Finding the root cause of configuration problems

How BMC AppSight Application Problem Resolution System helps pinpoint root cause

Insufficient access permissions The BMC AppSight Black Box records all accesses and attempted accesses of the application to any resource

(e.g. application cannot write on the computer, enabling a developer to quickly identify the problematic resource and root cause. Additionally,
information to a directory) users can compare configuration to pinpoint such issues.

Conflict with other applications The BMC AppSight Black Box records all the interactions of the user’s application with any other applications,

(e.g. an anti-virus tool causes the thus allowing the BMC AppSight Application Problem Resolution System user to quickly identify conflict situations.
Web application to restart and lose Furthermore, the BMC AppSight Black Box can record any third-party application to understand its impact on the
session data) user's application.

Incorrect application settings The BMC AppSight Black Box records all accesses to application configuration files (.NET Config class), therefore
(e.g. incorrect port settings allowing the developer to track application settings and understand their impact on the application’s execution.

for the application) Using the BMC AppSight Application Problem Resolution console, users can compare application configuration

recorded on two computers for rapid identification of differences.

Furthermore, the BMC AppSight Black Box can be configured to collect any configuration (or log) files and save
them as part of the BMC AppSight Black Box log, thus providing all the data required to pinpoint any application
configuration issue.

Problems with accessing external The BMC AppSight Black Box records all the interactions of the user’s application with any external resource
resources or services (e.g. a Web or service, thus allowing the BMC AppSight Application Problem Resolution System user to quickly pinpoint
Service cannot be invoked) any access issues. For example, the BMC AppSight Black Box will show unsuccessful Web Services calls, NET

Remoting calls, or failures in accessing a database.

Incompatible components (e.g. anincor-  The BMC AppSight Black Box records the interactions of the application with homegrown and third-party
rect version of a third-party component components, thus allowing the user to easily identify unsuccessful component invocations and calls.
used by the application)

Finding the root cause of functional problems

How BMC AppSight Application Problem Resolution System helps pinpoint root cause

Incorrect business logic (e.g. incorrect The BMC AppSight Black Box records the complete flow of managed and unmanaged code, including function calls,

calculation of interest rate) arguments, return values, variable values, and stack. It also captures handled and unhandled exceptions, which
may indicate a code problem. The BMC AppSight Black Box does not require any change in the application, and
runs against optimized, production applications.

Additionally, the BMC AppSight Black Box can automatically record internal logging functions (.NET Trace class).
The events are integrated into the BMC AppSight Black Box log, thereby dramatically enhancing the value of
internal logging.

Hang (e.g. due to a thread deadlock situ- = The BMC AppSight Black Box records the execution of multiple threads and processes at the code level, allowing
ation or the application waiting for a a developer to easily find the root cause of hang situations.

response from an external resource,

such as a database)

Crash (e.g. due to an access violation The BMC AppSight Black Box records at the code level and automatically captures a stack dump upon crash events,
with a COM object) thus allowing a developer to quickly understand the root cause of crashes.
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Finding the root cause of performance problems

How BMC AppSight Application Problem Resolution System helps pinpoint root cause

Slow external Web Services The BMC AppSight Black Box records all Web Services calls made by the application (client and server side), thus
allowing the BMC AppSight Application Problem Resolution System user to easily detect a Web Service that is not
performing as expected. To understand the root cause of the problem, a BMC AppSight Black Box can be deployed
on the remote computer that hosts the Web Service.

Furthermore, in a distributed environment, the BMC AppSight Application Problem Resolution System user can
follow Web Services calls from client to server and from server to server in order to identify the point of failure,
and then drill down into code level execution.

Inefficient code (e.g. an application
opens connection to the database
upon every request)

The BMC AppSight Black Box records the complete execution flow at the system and code levels, providing
information on the number of function calls and their duration at any window of time, thus allowing a developer
to easily identify problem area and drill down to locate inefficient code.

Memory consumption The BMC AppSight Black Box records performance counters that can indicate that the cause of a performance

problem is memory (e.g. percentage of time spent on Garbage Collection, allocated bytes/sec.)

Garbage Collection The BMC AppSight Black Box records performance counters related to .NET Garbage Collection. These counters
indicate the status of Garbage Collection at any point in time. Fully synchronized with all other recorded data (e.g.
assembly invocations, database calls, process start, and more), a developer can easily identify problems related to

Garbage Collection.

Application and framework settings
(e.g. max number of threads in thread
pool is insufficient)

The BMC AppSight Black Box records all necessary performance counters, messages written to the event log,

as well as application and framework settings (.NET config file accesses, IIS configuration and browser settings).
Integrated into the BMC AppSight Black Box log, this data allows the developer to pinpoint non-optimized settings
that cause application slow downs.

Inefficient use of Remoting
(e.g. too much data transferred
in each Remoting call)

The BMC AppSight Black Box records all Remoting calls (both on the client and server sides) and presents their
performance in the application performance dialog, thus allowing a developer to pinpoint the slow performing
calls. When required, the BMC AppSight Application Problem Resolution System user can drill down to analyze
execution of Remoting calls at the code level.

Interoperability The BMC AppSight Black Box records the interactions of the application with homegrown and third-party compo-

nents, thus allowing the BMC AppSight Application Problem Resolution System user to easily identify performance
bottlenecks that are caused by external .NET and legacy components.

Finding the root cause of end-user errors

Root cause

End-user mistakes

How BMC AppSight Application Problem Resolution System helps pinpoint root cause

The BMC AppSight Black Box records all end-user actions and allows a developer or support analyst to play them
back as a movie or text, thus pinpointing end-user errors and easily understanding the end-user experience.

applications at the code level, using a configurable recording

BMC AppSight Application Problem

Resolution System and Internal profile, thus eliminating the need to build and maintain internal

loggers. Using BMC AppSight Application Problem Resolution

Application Logging

In addition to achieving tremendous efficiency gains by auto-
mating the problem resolution process, users can also realize
significant cost reductions in development of internal logging
mechanisms. These development efforts, which are taken

solely for the purpose of problem resolution, may represent
10 to 30 percent of the total cost of the project. BMC AppSight
Black Box software technology records production-ready

System, developers are able to dedicate more time to building
new functionality, rather than investing time in developing
logging code, which adds no value to end users. If internal
logging functions (i.e., .NET Trace class functions) exist, the
BMC AppSight Black Box will automatically embed them
into the recorded log, thus allowing developers to retain their

investment in internal logging.
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Supported Platforms

> Microsoft Windows NT 4.0 SP4 or higher
> Microsoft Windows 2000

> Microsoft Windows XP

> Microsoft Windows Server 2003

> Microsoft Windows Vista

Conclusion

The BMC AppSight Application Problem Resolution System
optimizes application development by automating the prob-
lem resolution process, which traditionally consumes up
to 40 percent of the time during development, testing,
and maintenance.

BMC AppSight Application Problem Resolution System uses
software-only technology that is analogous to a black box
flight recorder on an airplane, automatically capturing full
problem data — from user actions to source code execution.
The system cuts 50 percent of time spent on root cause
analysis by:

> Automating the information-gathering step. All relevant
data is gathered in a single, automated step.

> Eliminating the need to recreate the environment and
reproduce the exact problem scenario. Full root cause
information is captured, regardless of the problem type.

> Accelerating the analysis step. Developers can now
diagnose the actual problem the first time — and not just
reproduce the symptom.

BMC AppSight Application Problem Resolution System
captures every problem in testing, and can be activated
on demand in the support phase to gather full problem
information in the production environment or at remote
end-user sites.

Through process automation, BMC AppSight Application
Problem Resolution System enables development organiza-
tions to build more new functionality, execute more tests,
and release applications faster — all while maintaining or
reducing project costs.
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